Multi-Factor Authentication (MFA) &
Self-Service Password Reset (SSPR)

ENROLLMENT GUIDE

Ardent’

HEALTH SERVICES

™ Visit Microsoft MyApps portal Enter your primary email address
https://aka.ms/setupsecurityinfo) into the Office 365 prompt and click

(
to login. “!\lext". Yf)u will then see “Trying to
sign you in”.
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On the next page, you will see the
2 Ardent Health Services logo and
background. Enter the password you
use to log onto your computer into
the “Password” prompt and click

“Sign in”.
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NI On the next screen, click Ardent’ 7"
Il on “Add security info”. s

Keep your account secure

Office phone 4402271789

ﬁ This will bring up a screen that Add security info
shows the different security ™
measures you can add to set-up o

your second password. o "
% Phone
You can use the Authenticator
app (Step #5), or the Phone QS enste proce
Call/Text Message to verify your g ——
identity (Step #14)
Cancel

St
Authenticator app Verification Method

To set up the Authenticator app,
select that option. 5 5‘3‘“"’”0 .
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g Start by installing the
6 Microsoft Authenticator
app and clicking “Next”.

Get the app

~
o On your mobile device, install the Microsoft
Authenticator app. Learn more

-

Cancel

| want to use a different authenticator app

0800

g After installing the A
7 Microsoft Authenticator
app, you will see these
screens to the right.
Click on “Add Account”,
followed by “Continue” iy 1A
on the pop-up. e

S On the next screen, W
tep “ S Aochion Set up your account
8 C h oose Work or Sc hOOI If prompted, allow natifications. Then add an
accou nt" O n yo u r m o b | | e ;:‘T :(:::F:i:{:wf Al YOL ABoiNg) account, and choose "Work or school account”,
device. Then click “Next” [T |
on your computer. _
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Use the phone’s camera g 10:44
and the authenticator app Scan the QR code ¢ Back Scan QR code
to scan the QR code on e T
the computer screen, then
click “Next”.

Note: You may have to
enable the camera in

Settings in order to scan.

If you can’t use your
phone’s camera, click

on “Can’t scan the QR
code?” on your computer,
and “Or enter code
manually” on your device
and then continue to
Step #10.

Or enter code manually

If you successfully
configured your camera,
you can skip to Step #11.

wilcricket = 15:10

If you couldn’t use your
Scan the QR code £ Scan QR code Add account

phone’s camera for the o .
. Use the app to scan the QR code below. This will

QR Code' the fO”OWlng pair the app with your account.

screen will pop-up.

WORK OR SCHOOL ACCOUNT

Code

URL

Copy the code and the
URL from the computer
and into your device.

Finish

Cancel Next

Can't scan the QR code?

Enter the following info into your app:

Code:
810163905

URL:
https://cys0ipfpad01.phonefactor.net/pad/326894333
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After activating your
account with the QR square
or with the QR Code/

URL code, the Microsoft
Authenticator will bring you
back to this home page.

After clicking “Next” on
your computer, Microsoft
will send a notification to
your phone to complete
the activation. When the
notification comes through,
press “Approve”.

This is how you will see your
future verification requests.

When the website has
received the approval, you
will have finished setting up
the “Authenticator App”
option. Click “Done” to
return to the Profile screen.

Step
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wil cricket = 17:16

Accounts

Ardent Health Services LLG AV
L ]

748 537 C

o Let's try it out

Approve the notification we're sending to your
app.

- Activating your app

Let's try it out

Approve the notification we're sending to your
app.
- & Notification approved

Done

)
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Phone Call or Text Verification Method

Step
15

Step

Click on the “Phone”
option.

Select “United States
(+1)” in the drop down
and enter your phone
number.

Select one of these
methods:

“Text me a code” will
send a text message with
a 6-digit key. “Call me”
will call the phone and
prompt the user to hit
“#” on the keypad.

Note: Standard text
message and calling
rates will apply.

After choosing one of
these methods, click on
“Next”. Proceed to Step
#17 for the Text Message
option and Step #18 for
the Call option.

Add security info

6 Authenticator app

Which security info do you want 10 sdd?

% Aterrate phone

£ Seowity question

tancel

Set up your phone

What phone number do you want to use?

Select your country or region

® Text me a code
O call me

Cancel

Set up your phone
What phone number do you want to use?

United States (+1)

[

® Text me a code
O call me

‘Cancel
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Step
17

Step

Step

19
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If you chose the text
method, you will enter the
corresponding 6-digit key,
and then click “Done”. It
will return to the security
screen afterwards.

If you chose the call
method, after answering
the call, you will be
prompted to hit the “#”
key on your keypad.
When it has been
verified, you will see the
green check mark. Click
“Done”.

Verify your phone

Enter the code we sentto «1 [ |

[ ]

Verify your phone
We're calling your phone. Please answer it to continue.
Back
Verify your phone
O Call answered

Setting Up Self-Service Password Reset (Security Questions)

The last step is to
configure the “Security
questions”.
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Step After selecting “Security
21 Questions”, you will
be shown the following
screen. In what city did you rmeet yous first spouse/partner?

Set up your security questions

‘Which security questions do you want 1o use?

There are a total of ten S s i e i
(10) questions. Choose :
five (5) tO answer. What i the name of a college you applied 1o but dedn't attend? ~

Additional questions can
be found in the drop down
menu.

What i your favarite food? >

‘What is your cbdest sibling's birthday month and year? {eg. November 19~

Set up your security questions
‘Which security questions do you want 1o use?

Inwhat ity did wou miset your first spouse/partnes?

Whiat was the frst ar
Whist was the make 2

What was the ma of your i

What was the name o

What wire the s four dogits of vy hilhcod TripFeng ruasbee 7

What Is the name of a caollege you applied to but didn't attend?

What s vour favorite food? -

Wit is your oldest sibling's birthday menth and yeas? [eg. Novemnber 19 =
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Step

22

Step

23
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After selecting and
answering the questions,
click on “Done” to finish
setting up the security
questions.

If you would like to change the
default authentication method,
click on “Change Default”. In
the pop-up, select the desired
authentication method and
click “Done”.

The default method will be
used every time you log-in
externally.

Set up your security questions
Which security questions do you want to use?

In what city did you meet your first spouse/partner? o

—— 1

In whiat city was your father borm?

——

1

What is your favorite food?

—— 1

What is your oldest sibling’s birthday month and year? (e.g. Movember 1§ |~

—— 1

o [

Change default security info

How do you ']

® Appeove a
Enter a code from my authenticator app of token
Testacodeto«1_____ ]

2 Call +1
Can

notification from my suthenticator app

Only the security info shown here can be set as default

Cance|

o you are when you sign in?

Ardent’ ==
Keep your account secure
Authenticaton app
0% E—
Office phane ]
sion |
L




